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A secure optical digital image encryption scheme with authentication capability is proposed using double
random-phase encoding (DRPE) and compressed sensing (CS). Phase information of the plaintext image is ob-
tained using DRPE and quantized to generate authentication information. Simultaneously, the plaintext image is
compressed by CS and its measurements are quantized using the sigmoid map. Then the ciphertext image is
obtained by permutation and diffusion after authentication information is embedded in quantified measure-

ments. At receiving end, the authentication information is first extracted by inverse permutation and diffusion,
and then the authentication image is obtained by inverse DRPE. Finally, the ciphertext image can be blindly
authenticated using a nonlinear cross-correlation method with authentication image and reconstructed image.
Experimental results demonstrate the effectiveness of our proposed scheme.

1. Introduction

With the ultra-fast development of information technology and the
increasing amount of information interaction, the integrity, con-
fidentiality, security and other issues of information are increasingly
prominent [1-3]. Information security and protection technology re-
search cannot be ignored and play an important role in many fields such
as military, medical, and cloud-computing [4-6]. To ensure the security
of information, some ways must be taken to protect it, and the most
effective way to hide information is encryption. Digital images are
frequently used in daily life because they can vividly and intuitively
present information, which carry so much data that the traditional in-
formation encryption method cannot meet the processing speed [7-9].
However, the image information security system based on optical has
attracted extensive attention of scholars because of its unique char-
acteristics such as multiple-dimensional, parallel processing of data and
low cost. Recently, many optical image encryption and authentication
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algorithms [10-22] have been proposed and studied. In our study, we
focused on the image encryption scheme with authentication capability
based on optical information hiding techniques. Information hiding as a
novel steganography technique is very different from traditional en-
cryption scheme, which not only hides the content of secret informa-
tion, but also the existence [23].

Double random-phase encoding (DRPE) as an optical encoding
method was first developed by Refregier et al. [24], which has been
widely applied in image encryption and authentication. After the input
image is encoded using two relatively independent random phases, the
encoded image has better security and robustness due to its white noise
characteristic. Furthermore, DRPE technique is successfully integrated
with other classic optical information processing technologies such as
optical image encryption schemes and authentication algorithms by
Fourier transform domain expansion to Fresnel transform domain,
wavelet transform domain, Gyrator transform domain and other
transform domains [15,19,25-30]. At the same time, iterative phase
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recovery algorithm, phase truncation and other new encryption tech-
niques derived from DRPE are also universally promoted and applied in
practice. In [10-12], DRPE technology is combined with photon
counting imaging technology using sparse complex information in
order to achieve the secure image authentication based a statistical
nonlinear correlation approach. Due to the phase information gener-
ated by DRPE for image authentication requires small storage space, it
is favored by some researchers [15,27-29]. In [29], to reduce the cost
of data storage and enhance the image compression and data trans-
mission, only part of phase information is retained, while all amplitude
information is discarded. In [16-18], some optical encryption schemes
combined DRPE with compressed sensing (CS) are proposed. In [16],
the plaintext image is encrypted twice into the ciphertext image
through CS and DRPE, respectively, which dramatically reduces its key
space.

Indeed, CS is successfully utilized in image encryption because it
can reduce the storage space to a great extent and reconstruct the ori-
ginal information from a small number of measurements [31]. If the
original signal is sparse in a transform domain, an observation matrix
can be used to project the transformed high-dimension signal onto the
low-dimension [32-34]. Moreover, CS is difficult to be attacked due to
the problems such as large amount of calculation, low efficiency and
uncontrollable process, which is still of research significance for image
encryption. Recently, many secure image encryption schemes based on
CS are proposed [16-18,35,36]. In [35], Chai et al. proposed an en-
cryption scheme based on CS whose measurement matrix is generated
by the chaotic system. In [36], Fan et al. combined CS and vector
quantization to achieve high compression rate and accurate restoration.
Although traditional CS encryption cannot provide the capability of
authentication, CS can make room for authentication information.
Therefore, we design a novel secure image encryption scheme based on
CS and DRPE, in which DRPE is be used to achieve the authentication
capability.

In our image encryption scheme, the input image is first encoded
into authentication information by DRPE and simultaneously com-
pressed by CS. Then, the measurements are embedded in the authen-
tication information after being quantified. Finally, the fusion image is
permutated and diffused into the cipher image. In the receiving end, the
receiver can authenticate the reconstructed image according to the
extracted authentication information by an advanced statistical non-
linear cross-correlation method. However, the ciphertext image may be
disturbed or maliciously tampered during the transmission. The ex-
perimental results show that the proposed encryption scheme can
successfully authenticate whether the transmitted images are available.
Therefore, the main contributions of this paper are as follows: (1) DRPE
and CS realize signal processing at the speed of light when sampling, so
our proposed encryption system constitutes a large optical transfor-
mation system with fast and efficient characteristics. (2) By sampling, a
self-embedding image signal with authentication capability can be ob-
tained directly, which is superior to conventional image authentication
and CS.

The remaining of this paper is presented as follows. Section 2 pre-
sents a simple review of DRPE technique and CS theory. Section 3 de-
scribes our proposed encryption scheme. Section 4 shows the experi-
mental results. Section 5 analyzes the security of our proposed
encryption scheme. Section 6 concludes this paper.

2. Theoretical review
2.1. DRPE technique

DRPE has been widely studied for its parallel processing and easy
configuration. For the input image I = {I (x, y)}}2¥ y=1 of size M X N, it
is first encoded into an image E = {E (£, n)})4N _ that satisfies with

£=1,n=1
stationary white noise using two random phase masks
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M; = {M; (e, MY, and M, = (M, (u, v) Z[;IY,V:V where
M (x, y) = €™ and M, (u, v) = e2®®Y), Here, (x,y) and (4, v) de-
note the coordinates of the input image plane and the second mask
plane respectively, n(x, y) and b(u, v) are randomly distributed in the
range [0, 1], and i represents the imaginary unit. In this paper, two
phase masks M; and M, are located in the input image plane and the

Fourier domain, respectively. The DRPE processing can be described as
E(&, 1) = TFT(FT(I(x, y)-e2™0Y).gl270(wv), @

where (&, 1) represents the coordinate of CCD plane, E (£, 7) is complex-
valued data in the CCD plane, and FT (-) and IFT (-) indicate the Fourier
transform and inverse Fourier transform, respectively.

Similarly, the decoding process is the reverse of DRPE, which can be
mathematically described as follows.

D(x, y) = IIFT(FT(E(X, y)-e~27bwWy)|, @)

where D = {D(x, y)}x2Y,., is the decoded image and || denotes the
modulus operation. Since the first phase mask M; is removed by the
modulus operation in Eq. (2), it can be omitted during the image de-
coding.

2.2. CS theory

As a revolutionary data acquisition technique, CS is originally de-
veloped by exploiting signal sparsity or compressibility.

Suppose x € RN is a 1D discrete signal and can be represented by
only K coefficients under some linear transform x = ¥s, where ¥ is an
orthonormal basis and s is the sparse coefficient vector with only
K < N nonzero entries. Then CS signal measurements can be con-
densed as follows.

y=0&x = d¥s = Ts, 3)

where y € RM (M < N) is the measurement vector, ® € R¥*N denotes
the measurement matrix, T € RM*N represents the sensing matrix.
Similarly, 2D or HD signals can be reduced to the 1D format by su-
perimposing column vectors. Furthermore, if the measurement matrix
generated by a chaotic map is used for the secret key, CS can be also
regarded as a sort of encryption method.

Since the transformation from the original signal x to the mea-
surements y is a dimensional reduction process, it is difficult to re-
construct the original signal x faithfully with CS. However, x can be
recovered precisely using only M > O(K-log(N/K)) measurements with
preponderant probability as long as ® satisfies the Restricted Isometry
Property (RIP). To recover the original signal x from the measurements
¥, it has been proved by solving the following ¢1-norm minimization
problem:

min ||s|; s.t.y = Ts. @

In this paper, the discrete wavelet transform (DWT) is used as the
sparse transform, the measurement matrix @ is generated by [37], and
the orthogonal matching pursuit algorithm (OMP) and MATLAB-based
modeling system for convex optimization (CVX) are used to reconstruct
original signal x, respectively.

3. Proposed image encryption and decryption scheme
3.1. Encryption process

The proposed cryptosystem integrating CS with DRPE can achieve
encryption and authentication synchronously. The flowchart of our
proposed encryption scheme is depicted in Fig. 1, which clearly shows
that the encryption process from plaintext image to ciphertext image
goes through four stages: DRPE phase, CS phase, permutation phase and
diffusion phase, respectively. First, the plaintext image is encoded and
quantified to obtain the authentication information through DRPE
transformation, and then, the same plaintext image is compressed and
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Fig. 1. Procedure for our proposed image encryption scheme.

quantified to obtain the corresponding measurements through CS. Next,
the authentication information and the measurements are permutated
together to obtain the permutation image. Finally, the permutation
image is diffused into the ciphertext image by the XOR operation.

3.1.1. DRPE phase

The plain image I = {I(x, ))}}2Y,_, of size M X N as input for
generating authentication information is first encoded using the DRPE
technique, and a complex image composed of phase and amplitude
information is obtained. All amplitude information is discarded and
only the phase signal is reserved as output. The output phase image
PH = {PH(x, y)}*Y _, is then quantized as a binary image

B = {B(x, Y)Y,

1, PH(x,y) >0

Bx.y) = {0, PH(x,y) <0 )

Then, every 8 bits of the binary image are combined into one pixel
of authentication information.

3.1.2. CS phase

The same plain image I = {I(x, y)}}2Y _, is encrypted and com-
pressed by CS. Since the range of the measurement information is re-
latively large, it needs to be quantized by using the following sigmoid
map:

z = round(a;-(1 + e~20-®))1), (6)

where round(-) denotes rounding the elements to the nearest integer. In
this paper, a; = 255, & = Yox = Vmins B = Vmax + Ymin)/2, Where y_ .
and y,;, are the maximum and minimum of the measurements y, re-
spectively. According to Eq. (6), the value range of measurements after
quantization is an integer between 0 and 255.

3.1.3. Permutation phase
The authentication information and quantized measurements are

first combined into a complete image R = {R(x, ) -y y=1. Chaotic se-

quences generated by 2D Henon map are used to permutate the com-
bined image. Henon map is a typical invertible 2D map, which can be
mathematically expressed as

Xn+1 = 1- ocx,f +yn
Yns1 = BXn )

where initial values used for encryption are x, and y,. And when the
system parameters « and 8 are set to 1.4 and 0.3 respectively, Henon
map shows the chaotic characteristics.

In this paper, we can modify the controlling parameters appro-
priately to obtain other chaotic attractors. And the permutation matrix
can be obtained by sorting the chaotic sequence generated from Henon
map. For the plain image of size M X N, the chaotic sequence of length
M x N is generated by the key set (xo, J,, @, ). Then chaotic sequence
is sorted in descending order, and its original location index is obtained
as the permutation vector p = {p, }¥2N. Finally, the combined image R
is permutated into the permutation image P = {P(x, p)}32Y _ ).

P(s, 1) = R(x, y), (®

where each pixel in the combined image R is mapped to one exact pixel
in the ciphertext image C by the permutation vector p, and the pairs
(x, y) and (s, t) satisfy:

5= Puopymey — DM +1

1= Pupymy — (6 — DM )

where | -| denotes rounding the elements to the nearest integers towards
minus infinity.

3.1.4. Diffusion phase

The diffusion process reflects the influence of the changes of pixels
in plaintext on the pixels in ciphertext, thus hiding the statistical
structure of plaintext. In order to make our proposed encryption scheme



K. Zhou, et al.

more secure, chaotic matrix D’ = {D’(x, y)}QQ’]\" y=1 is first generated from
Henon map controlled by another key set (xg, y;, &', ). And then the
chaotic matrix D’ is transformed into the diffusion matrix
D = {D(x, »h=Y,-1 by Eq. (10) whose bits are consistent with the
image format in order to change some of the pixel values.

D(x, y) = round( mod (D’ (x, y) X 108, 256)), (10)

where mod(-) denotes modulus after division.
Then the ciphertext image C = {C(x, y)}2Y,, is obtained by the

XOR operation of the permutation image P and the diffusion matrix D.

D(x,y) ®P(x,y), x=1landy=1
D, y) ®P(x,y) ®P(x,y—1), x=1land1 <y <N
Cl,y) =D, O P, ®P(x-1,y), l<x<Mandy=1
D(x,y)® Pk y)®Pkx,y—1)®Pkx—1y),
l1<x<Mandl<y<N
an

where @ denotes the bitwise XOR operation of arguments.

3.2. Decryption process

During the decryption process, there are also four steps for the re-
ceiver to authenticate and decrypt the ciphertext image according to
the inverse operation of the encryption process. (1) The ciphertext
image C is restored to the permutation image P by the XOR operation
with the diffusion matrix D. (2) The recovered combined image R can
be obtained by the inverse permutation operation. (3) The authenti-
cation information in the combined image is extracted and recovered to
the binary image B. Then the binary image B is converted to a phase
image PH by assigning a value of — 7 to zero and a value of 7 to 1. The
phase image PH is further processed by the inverse DRPE to obtain the
authentication image A ={A(x, y)}}2Y,_;. (4) The remaining of the
combined image is reconstructed to the plain image I by OMP algo-
rithm, and an advanced statistical nonlinear cross correlation method is
used to authenticate the reconstructed image according to the authen-
tication image. Nonlinear cross-correlation transformation coefficient
CO = {CO(x, y)}xM:Jl\” y=1 between reconstructed image I and authentica-
tion image A can be defined as

CO(x, y) = IFT(11(, n)-A(E, v)[K-eP1em-eal)), a12)

where I(u, n) and D(€, v) are the 2D Fourier transforms of the re-
constructed image I(x, y) and authentication image A(x, y); ¢;(u, 1)
and ¢, (£, v) are the phase images of I (i, 7) and A (&, v), the parameter k
is usually set to 0.3.

4. Experimental results

We used MATLAB R2016b software to conduct the simulation ex-
periments on a 64-bit Windows 10 PC with 8 GB random-access
memory (RAM) and 2.70 GHz Intel Core i7-7500U CPU. An image
‘Lena’ of size 256 X 256 is shown in Fig. 2(a) to verify our proposed
encryption scheme. If the sampling rate r is smaller than 0.875, the
ciphertext image containing the authentication information is com-
pressed; otherwise, the ciphertext image will not be compressed. In
Fig. 2 the sampling rate is defined by r = 0.875. The cipher image, re-
constructed image, authentication image, differential image between
the plain image and econstructed image and the nonlinear cross-cor-
relation transformation plane between the reconstructed image and
authentication image are shown in Fig. 2(b), (c), (d), (e) and (f), re-
spectively.

To evaluate the reconstructed image quality quantitatively, the peak
signal to noise ratio (PSNR) is introduced as follows:

2552

PSNR = > ,
S SN TG — 1G )P a3
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where I (i, j) and I (i, j) are the pixel values of the plaintext image I and
the reconstructed image I, respectively. As can be seen from Fig. 2, the
visual quality of the reconstructed image I is well, and the corre-
sponding PSNR value between Fig. 2(a) and (b) is 39.8233 dB.

The peak-to-correlation energy (PCE) can be used to measure the
correlation between reconstructed image I and authentication image D,
which can be defined as:

max(CO(x, y)?)

PCE = s
ZxM=1 Z_I,Ll CO(x, y)? 14)

where M and N are the image size along the horizontal and vertical
axes, respectively. The higher the PCE value, the stronger the correla-
tion between reconstructed image I and authentication image D. It is
clear from Fig. 2(d) that Fig. 2(b) and (c) have a strong correlation due
to the high peak in the center of the correlation plane between the
authentication image and the reconstructed image. And the PCE value
in Fig. 2(d) is 0.0060.

To obtain the measurements without increasing the storage space,
CS is adopted to make room for the authentication information.
Therefore, our proposed encryption scheme sacrifices the compression
rate for authentication capability. Fig. 3(a) and (b) show the PSNR
values and PCE values under different compression effects. In this
paper, the compression ratio of the image is defined as the ratio of the
ciphertext image to the plaintext image. Without considering the au-
thentication information, the image compression rate is the sampling
rate. As can be seen from Fig. 3(a), the PSNR value of images re-
constructed by CVXis 2.21 dB higher than that of the OMP algorithm on
average. The average distance between the blue lines is 3.11 dB, and the
average distance between the red broken lines is 2.89 dB, indicating
that the use of CVX to reconstruct the image after increasing the au-
thentication information has a greater impact on the PSNR value of the
reconstructed image than the use of the OMP algorithm. In addition, the
time cost of image reconstruction using CVX is higher than that of the
OMP algorithm. Therefore, the OMP algorithm is preferred to re-
construct the original plaintext image, and the sampling rate should be
above 0.7 to ensure the visual quality of the reconstructed image. In
Fig. 3(b), the PCE value increases gradually with the increase of com-
pression rate. When the compression rate is greater than 0.5, the PCE
value changes relatively slowly, which indicates that the PCE value is
less influenced by the compression rate. When the compression rate is
less than 0.5, it is just the opposite.

Fig. 4 shows the correlation planes under different compression
rates. Fig. 4(a), (b) and (c) are correlation planes when the compression
rate is 0.125, 0.25 and 0.50, respectively. The obvious peak value in the
center of Fig. 4 indicates that the reconstructed image has a strong
correlation with the authentication information. Although the quality
of reconstructed image affects vision when the compression rate is less
than 0.5, its PCE value is higher, which can ensure that the proposed
system can successfully verify the true image. Therefore, the authenti-
cation capability of the system is robust to the compression rate.

5. Security analysis

Because of the inherent properties of digital images, many statistical
analysis methods and other security criterions can be used for pre-
liminary analysis of cryptosystem security [38]. We evaluated the
performance of the proposed encryption scheme to resist several attacks
in terms of histogram analysis, adjacent pixels correlation, information
entropy, noise attack, cropping attack, key space analysis and key
sensitivity analysis, respectively.

5.1. Histogram analysis

Since the image histogram displays the frequency distribution of
pixels for each tonal value and can provide statistic information of the
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(d)

(e)
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Fig. 2. Reconstructed results based on DRPE and CS. (a) Plaintext image. (b) Ciphertext image. (c) Reconstructed image. (d) Authentication image. (d) Differential

image between (a) and (c) (f) Correlation plane between (b) and (c).
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Fig. 3. PSNR values and PCE values at different compression efficiencies. (a) PSNR values vary with different compression efficiencies. (b) PCE values vary with

different compression efficiencies.

images, the analysis of uniform histogram of ciphertext image can
quantitatively determine that the original encryption system is more
reliable to statistical attacks. Fig. 5 shows gray histograms of ‘Lena’
during encryption and decryption process. Fig. 5(a), (b) and (c) are gray
histograms of original plaintext image, cipher image and reconstructed
image, respectively. It can be seen from Fig. 5(a) and (b) that the dis-
tribution of ciphertext image pixels is relatively uniform, while the
distribution of original plaintext image pixels is very similar to that of
ciphertext image pixels. Therefore, the proposed encryption scheme has
strong resistance to statistical and differential attacks. And it can be
observed from Fig. 5(a) and (c) that the pixel distribution of re-
constructed image is almost identical with that of the original plaintext

image, which qualitatively indicates the superiority of the reconstruc-
tion algorithm.

5.2. Correlation coefficient analysis

Image data is vulnerable to attack because of its high data re-
dundancy and strong correlation between adjacent pixels. Correlation
coefficient analysis of plaintext image and ciphertext image is widely
used for qualitative evaluation of encryption schemes. The correlation
coefficient can be defined as:
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(c)

Fig. 4. Correlation planes at different compression ratios. (a) Correlation plane with a compression ratio of 0.125. (b) Correlation plane with a compression ratio of

0.25. (c) Correlation plane with a compression ratio of 0.5.
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Fig. 5. Gray histograms of ‘Lena’ during encryption and decryption. (a) Gray histogram of the original plaintext image. (b) Gray histogram of the cipher image. (c)

Gray histogram of the reconstructed image.

_ Cov(vy, vy)
JDO)-D(vy) (15)
1 M N
Cov (v, vy) = —— Z > (g = E@] vy — E®)]),
p (16)

where v; and vy, are values of two adjacent pixels in the position (i, j)
and (x, y) of the image respectively, E (-) denotes the mean value of the
image pixels, and D(-) represents the variance of the values.

In this paper, we randomly select 2000 pairs of adjacent pixels from
the plaintext image and ciphertext image of ‘Lena’, and analyze the
correlations from three directions: horizontal, vertical and diagonal,
respectively. Fig. 6 shows the correlation diagrams among adjacent
pixels of ‘Lena’ before and after encryption. Fig. 6(al), (b1) and (c1) are
correlation diagrams of the plaintext image at horizontal, vertical and
diagonal directions, respectively. And Fig. 6(a2), (b2) and (c2) are
correlation diagrams of the ciphertext image at horizontal, vertical and
diagonal directions, respectively. Because of the high redundancy of
plane information in plain images, there is a strong correlation between
adjacent pixels in the plaintext images as shown in the first row of
Fig. 6. However, the correlation between adjacent pixels is weak in the
ciphertext images as shown in the second row of Fig. 6.

Moreover, the correlation coefficients according to each direction of
different images are shown in Table 1. From Table 1, the correlation
coefficient of the plaintext image tends to be 1, while that of the ci-
phertext image tends to be 0, which indicates that there is almost no
correlation between plaintext image and ciphertext image and the
proposed encryption scheme has good confusion performance.

5.3. Information entropy analysis

The information entropy of the image is a statistical form of fea-
tures, which reflects the randomness of information in the image. The
information entropy of the grayscale image I = {I(x, y)}*-Y y=1 can be
explicitly defined as:

2b_1

P(I II(x, =1i)l P(I II(x, =),
; T I (x, y) = Dlog, PA I (x, y) = i) a

H() = -

where b represents bits per pixel and P(-) denotes the probability of
occurrence of the element. For 8 bits of each pixel data, there are
2b = 256 possible gray-level values with equal probability and the ideal
value of entropy should be 8.

The information entropy of different cipher images is given in
Table 2. It can be observed from Table 2 that the information entropy of
each cipher image is much close to the ideal value 8, which implies that
the leakage of information can be negligible during encryption process
and the proposed scheme is robust against entropy attack.

5.4. Differential attack analysis

The attacker usually make some slight changes to the plaintext
image and then compare the corresponding ciphertext image to get the
clues of the key. Therefore, the minor modification of plaintext images
will produce great changes in ciphertext images, which will effectively
resist differential attacks. And the higher the sensitivity to plaintext, the
stronger the ability of the algorithm to resist differential attacks.
Number of Pixels Change Rate (NPCR) and Unified Average Changing
Intensity (UACI) can be used to measure the sensitivity of encryption
algorithm to plaintext, which can be defined as follows:
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Fig. 6. Correlation analysis of ‘Lena’ before and after encryption in different directions. (al), (a2) Horizontal correlation of plaintext and ciphertext images. (b1), (b2)
Vertical correlation of plaintext and ciphertext images. (c1), (c2) Diagonal correlation of plaintext and ciphertext images.

Table 1
Correlation coefficient of different images.

M N
1 C(x, y) Cy(x, y)
UACI = — z 2 el =
MN & &

X 100%,

-1 (20)

LYo and Cp = {Co(x, »)ZY,-) two ciphertext

images of slightly dlfferent plaintext images. For 8 bits of each pixel
data, the expected scores of NPCR and UACI are 99.6094% and

We have tested the ability of the proposed encryption scheme to

resist differential attacks by modifying the last bit of a randomly se-

lected pixel of the same plaintext image respectively. The NPCR and

UACI values of different ciphertext images are shown in Table 3. It can

be seen from Table 3 that the values of NPCR and UACI are very close to

the ideal values, which means that the proposed encryption scheme can

effectively propagate the small difference of the plaintext image to the
whole ciphertext and has good performance against differential attacks.

However, the cipher image may be distorted and attacked during
Internet transmission. Therefore, we used pepper and salt noise of dif-

ferent intensity to disturb the cipher image to simulate the noise attack.

Fig. 7 shows the authentication results for the noise attack. In Fig. 7, the
first row to the last is the authentication results when the noise intensity

Image Plaintext image Ciphertext image
where C; = {C;(x, y)}M
Horizontal ~ Vertical Diagonal Horizontal Vertical Diagonal
0.9681 0.9390 0.9135 0.0075 —0.0015 —0.0044 33.4635% [39]
0.9736 0.9656 0.9417 0.0025 0.0011 0.0033
"“ 0.9451 0.9268 0.8833 0.0014 0.0012 —0.0004
Lz
m 0.9903 0.9840 0.9825 —0.0041 —0.0016 —0.0033
¥ 0.8261 0.8737 0.7843 —0.0034 —0.0098 0.0035
N
5.5. Noise attack analysis
Lix, y) = 0, Ci(x,y) = Ci(x, )
’ 1, Gxp) # Ci(x,y)’ @1s)
1 MoX
NPCR = —— ' > L(x,y) x 100%,
MN x=1 y=1 19
Table 2

Entropy values of different images.

is 0.0001, 0.001, 0.01 and 0.1, respectively; the first column to the last
is ciphertext images, reconstructed images by the OMP algorithm,

Image

7.4204
7.9973

Entropy (Plain)
Entropy (Cipher)

7.1587
7.9973

7.4560
7.9966

7.2289
7.9972
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Table 3
NPCR and UACI of different images.
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Image
NPCR (%) 99.6368 99.4125 99.8746 99.4064 99.5162
UACI (%) 33.5787 33.6411 33.4079 33.7329 33.3363

authentication images and correlation planes between the corre-
sponding reconstructed image and authentication image, respectively.
The PSNR values of the reconstruction results in Fig. 7(b1), (b2), (b3)
and (b4) are 33.7034 dB, 24.2231 dB, 14.7652 dB and 5.1379 dB, re-
spectively, which indicates that the reconstructed image is sensitive to

(a4) H (b4 -

noise, and the quality of the reconstructed image decreases obviously
with the increase of noise intensity. When the noise intensity is 0.01,
the reconstructed image in Fig. 7(b3) is almost difficult to be re-
cognized. However, the obvious peak value in Fig. 7(d3) proves that the
reconstructed image still has a strong correlation with the

() 1)

(c2)

A\

(c4) @1;

Fig. 7. Authentication results for noise attack. (al), (a2), (a3), (a4) Cipher images with different noise intensity (0.0001, 0.001, 0.01 and 0.1, respectively) (b1), (b2),
(b3), (b4) Reconstructed images correspond to (al), (a2), (a3) and (a4), respectively. (c1), (c2), (c3), (c4) Authentication images correspond to (b1), (b2), (b3) and
(b4), respectively. (d1), (d2), (d3), (d4) Correlation planes between (b1) and (c1), (b2) and (c2), (b3) and (c3), and (b4) and (c4), respectively.
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(a3) (b3)
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(c3)

Fig. 8. Authentication results for cropped images. (al), (a2), (a3) Cropped images with different cropping rates (5%, 10% and 15%, respectively). (b1), (b2), (b3)
Reconstructed images correspond to (al), (a2) and (a3), respectively. (c1), (c2), (c3) Authentication images correspond to (b1), (b2) and (b3), respectively. (d1),
(d2), (d3) Correlation planes between (b1) and (c1), (b2) and (c2), and (b3) and (c3), respectively.

authentication information. Until the noise intensity reaches 0.1, the
PCE value is less than 0.0001 and there is no peak value in the center of
Fig. 7(d4), so the system cannot verify the true image successfully.
Therefore, the authentication capability of our proposed scheme is ro-
bust to noise when the noise intensity is less than 0.01 and the quality
of reconstructed image is high when the noise intensity is less than
0.0001. The results show that the proposed encryption scheme can
check the availability of transmitted images.

5.6. Cropping attack analysis

Cropping attack is another common attack in ciphertext image.
Here, we test the algorithm’s resistance to cropping attack by setting a
certain proportion of pixel values in the ciphertext image to 0, and the
corresponding results for ‘Lena’ are shown in Fig. 8. The first to last row
in Fig. 8 shows the authentication results after the pixel information in
the ciphertext image is cropped by 5%, 10% and 15%, respectively. And
the first to last column in Fig. 8 shows ciphertext images, reconstructed
images, authentication images and correlation planes, respectively. The
PSNR values of the reconstructed images in Fig. 8(b1), (b2) and (b3) are
14.0044 dB, 11.6370dB and 10.3960 dB, respectively, which shows
that the reconstructed image is sensitive to cropping attack, and the
larger the cropping ratio is, the greater the impact on the quality of
reconstructed image will be. Therefore, as the cropping ratio of ci-
phertext image increases, the quality of reconstructed image decreases

gradually. No obvious peak value at the center in Fig. 8(d3) indicates
that the true class image cannot be verified when the cropping rate is
greater than 15%. While the obvious peak value in the center of
Fig. 8(d1) and (d2), which shows that the system can successfully verify
the true class image when the cropping rate is less than 15%. And it also
shows that the authentication capability of the system is robust to the
cropping attack. Therefore, the proposed encryption scheme is robust to
cropping attacks in image authentication and easy to perceive in image
reconstruction. And it is also helpful to checking the availability of the
transmitted images.

5.7. Key space analysis

For an image cryptosystem, the attacker can recover any ciphertext
image by violent attacks or searching all possible keys in the key space
until the exact key is found. Therefore, the feasibility of violent attacks
mainly depends on the size of key space in the encryption system.
Alvarez et al. in [40] proposed that the effective key space of an image
encryption system should be larger than 2! to prevent the attacker
from eavesdropping through violent attacks.

The proposed encryption scheme uses a set of keys which include
the initial parameters and system parameters used in two random phase
masks, the measurement matrix, the permutation matrix and diffusion
matrix generator. For example, all the values of (x, ,, @, 8) for Henon
map are real numbers between O and 2. Since there is an infinite



K. Zhou, et al.

number of real numbers between 0 and 2, the key space for these keys is
so large that it is almost impossible to guess. According to Chen et al. in
[39], the total number of the possible combinations for the 64-bit
double-precision number is about 2!%° > 2!%°, Therefore, the proposed
encryption scheme is sufficiently powerful against violent attacks.

5.8. Key sensitivity analysis

Assessing the key sensitivity of a cryptosystem is that when using
slightly different keys to encrypt the same plaintext image, it generates
entirely different ciphertext image or when using slightly different keys
to decrypt the same ciphertext image, it cannot correctly decrypt the
plaintext image. For the proposed encryption scheme, the permutation
matrix and the diffusion matrix are generated by Henon map and
controlled by the key set (xo, y,, @, 8). We first randomly generate one
default key Key, = {xo, y,, @, 8}, and then add 10 -1° error to the default
keys to generate four different keys Key, = {xo + 1072, y,, a, f},
Key, = {xo, y, + 1071°, a, S}, Key, = {xo, yp, & + 10710, g} and
Key, = {xo, ¥y, @, B + 10719}, respectively.

To evaluate the key sensitivity of the proposed encryption scheme
during the encryption process, the image ‘Lena’ as shown in Fig. 2(a) is
encrypted with the default keys Key, to obtain the default ciphertext
image as shown in Fig. 2(b), and then the same images ‘Lena’ are en-
crypted independently with four different key sets Key,, Key,, Key, and
Key, respectively. Fig. 9 shows the corresponding ciphertext images and
differential images. The first row in Fig. 9 is the ciphertext images and
the second row is the corresponding differential images between
Fig. 2(b) and the corresponding ciphertext images in the first row in
Fig. 9. It can be seen from Fig. 9 that there is no obvious correlation
among these ciphertext images and there is no correlation between
differential images.

In order to measure the difference between the default ciphertext
image as shown in Fig. 2(b) and the ciphertext images in Fig. 9, Mean
Squared Error (MSE) is introduced as follows:

1 M N
MSE = — [Ci(x, ) — Colx, WP,
P yzzl ' ’ @D

where C; = {Ci(x, »HLY,-, and C; = {Co(x, p)EY,—, two ciphertext
images with slightly different keys. Furthermore, the MSE values

(2) (b2)
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Table 4

Differences between cipher images with different keys.
Image Fig. 9(b1) Fig. 9(c1) Fig. 9(d1) Fig. 9(d1)
Key Key, Key, Key; Key,
MSE (x 105) 1.0849 1.0937 1.0952 1.0816

between Fig. 2(b) and the corresponding ciphertext images is shown in
Table 4. It can be seen from Table 4 that the MSE values of ciphertext
images with slightly different encryption keys will vary greatly, which
reflects the sensitivity of the proposed encryption scheme to the key.

To evaluate the key sensitivity of the proposed encryption scheme
during the decryption process. We use these four different keys to de-
crypt the default ciphertext image. The key sensitivity analysis results
as shown in Fig. 10 are conducted on all these four keys. The first
column to the last in Fig. 10 is the authentication results of Key,, Key,,
Key, and Key,, respectively. And the first row to the last in Fig. 10 is
reconstructed images, authentication images and correlation planes
between reconstructed images and authentication images. The PSNR
values of the reconstructed image in Fig. 10(al), (b1), (c1) and (d1) are
4.3068 dB, 4.1985dB, 4.2193dB and 4.2639 dB, respectively. It also
can be seen that when the key is wrong, these reconstructed images in
Fig. 10(al), (b1l), (c1) and (d1) are hard to distinguish visually. In
Fig. 10(al-d3), there is no obvious peak value in the center of corre-
lation planes, indicating that only when all the keys are completely
correct can the cryptosystem successfully authenticate whether the ci-
phertext image is available. Therefore, the experimental results show
that the proposed encryption scheme is robust to violent attacks and the
authentication capability is fragile.

6. Conclusion

This paper has proposed an image encryption method with robust
and blind authentication capability combining DRPE and CS.
Experimental results show that when the pixel of the ciphertext image is
tampered with less than 5% during transmission, the proposed en-
cryption scheme can authenticate the availability of transmitted
images. The proposed encryption scheme has the following merits: (1)
All the steps of image encryption, compression, authentication

(c) (2)

Fig. 9. Key sensitivity analysis of encryption process. (al), (b1), (c1), (d1) Ciphertext images with Key,, Key,, Key, and Key,, respectively. (a2), (b2), (c2), (d2)
Differential images between Fig. 2(b) and (al), (b) and (b1), (b) and (c1), and (b) and (d1), respectively.
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0.5

(b3)

(a3)

(cl) (d1)

(c2)

(d2)

0.5

(@3)

(c3)

Fig. 10. Authentication results using wrong keys. (al), (b1), (c1), (d1)) Reconstructed images with Key,, Key,, Key, and Key,, respectively. (a2), (b2), (c2), (d2)
Authentication images correspond to (al), (b1), (c1), (d1) and (el), respectively. (a3), (b3), (c3), (d3) Correlation planes between (al) and (a2), (b1) and (b2), (c1)

and (c2), and (b1) and (c2), respectively.

information generation and embedding can be performed simulta-
neously by an integrated optical system during image sampling. The
entire cryptosystem requires only optical transformation, which is
processed at the speed of light and is therefore not limited by computer
hardware performance. (2) Compared with traditional image encryp-
tion schemes and CS, our proposed encryption scheme has the au-
thentication capability simultaneously. A self-embedding ciphertext
image with authentication capability can be directly obtained through
sampling. (3) Compared with traditional watermarking methods with
authentication capability, no additional information hiding operations
are required. Therefore, the proposed encryption scheme is superior to
both the traditional CS and the traditional information hiding method.
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